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While our team and the world watches the Corona
Virus(COVID-19) pandemic unfold, as cyber
security professionals, we immediately start to think, "How will
hackers take advantage of this and how can we get ahead of
them?"  Not surprisingly, hackers are already on the attack
through malicious content and phishing scams, but I think the
bigger opportunity for them involves all the home computers
that are suddenly being utilized around the globe for business
purposes when people are sent home to work. If you assume
pre-existing research is correct, somewhere around 1/3 to 1/2
of home computers are already infected.

So now, picture how many employees are suddenly working
from home on those infected computers. If malware already
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exists on your employees' home computers and you send
them home to work (without a company issued computer or
tablet), your network will undeniably be opened to new
attacks. For example, imagine a key logger already being
installed on a personal computer, recording every username
and every password your employee types - this includes your
VPN, all of your cloud/Software as a Service platforms, and
internal web applications, etc. The vast majority of companies
are not using multi-factor authentication
throughout their environment, so once an employee is
authenticated to remote access (which they will be all day
long) a hacker would be able to access all the internal
applications with those stolen credentials.

We want to provide an immediate, scale-able, and effective
solution to get ahead of the problem before it grows and
causes damage. As a result, we are now offering home virus
protection, like the protection you now have on your office
PCs. The purpose is to proactively identify malware on
personal computers BEFORE you send employees to work
from home and to protect them continuously if the pandemic
continues for any period of time. 

What's the technology?

We are utilizing the exact same proven technology we use to
protect our business customers today, we are just extending
it to the personal computers of employees.

What does it cost?

$3 per device, per month. There will be no setup fees
associated with this service.
 
Is there a minimum contract length?

No, we realize this pandemic is unpredictable.  Our goal is to
help customers protect themselves from attack during this
challenging time so they can focus on their people, not
computers. This service will be month to month, cancel at any
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time before a calendar month begins to avoid being charged. 

If you are interested in learning more, please contact us at
303-708-9725 or support@cloudcolorado.com
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Our work and our people are regularly covered
in publications around the world.
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